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TEPMHWHBI U OIIPEJEJIEHUA

JlelicTBUS 110 POBEPKE MOAITMHHOCTH CyObEKTa T0CTyIa
B MH(OPMAIIMOHHOHN CUCTEME
CocrosiHHE 3alMIEHHOCTH HHPOPMALIUH, TPU KOTOPOM
besonacnocth uHpopmanuu —  obecrneueHsl ee KOHGUICHIIMATBHOCTD, JOCTYITHOCTD
U 1IeTI0OCTHOCTh
Nudopmannonnas cucrema, coziaBaeMas B IEJIX peaanu3aluu
MIOJTHOMOYH rOCyIapCTBEHHBIX OPTaHOB
—  wmobecreuyeHus oOMeHa HHGOPMAIEH MEXTY STHMH
OpraHaMu, a TaK)Ke€ B MHBIX YCTAHOBJICHHBIX (heJiepaibHbIMU
3aKOHAMH LIEJIAX

AyTtenTuduKanus —

I'ocynapcTBenHas
nH(pOPMAaLMOHHAS CHCTEMa

Joctyn k nHpopMauu —  Bo3MoxxHOCTB HOTy4eHUs! HHPOPMAILIUHN U €€ HCIIOIb30BaHUS

CocrosiHre HHPOpPMALINK, XapaKTEePU3yeMoe CIIOCOOHOCTbIO
TEXHUYECKUX CPEJICTB U MH(POPMAIIMOHHBIX TEXHOIOTHIA
obecreunBaTh OECIPENATCTBEHHbIN JOCTYN K MH(OpMaIuu
CyOBEKTOB, UMEIOLIUX Ha 3TO NOJIHOMOYMS

3amura MHGOPMALIMK, HAIIPaBJICHHAs HA IPEJOTBPALCHHUE
MIOJIy4EHUS 3alUIIAeMOl HHPOpMAIMK 3aMHTEPECOBAHHBIMU
CyObeKTaMH ¢ HapylIEHHEM YCTaHOBJIECHHBIX HOPMAaTUBHBIMU
Y TIPAaBOBBIMU JIOKYMEHTAMH (aKTaMu) WM 00J1a1aTes MU
uH(bOpMalMY IPaB WIK NPaBUII Pa3rpaHUUYEHUs J0CTyIA

K 3alluuiaeMoi nHpopManuu

WNndopmanus, SBISIOMASACS IPEIMETOM COOCTBEHHOCTH

U IoJUIesKaliast 3allUTe B COOTBETCTBUU C TPEOOBAHUAMU
IIPABOBBIX JIOKYMEHTOB WJIH TPeOOBAaHUAMH,
yCTaHaBIMBAaEMbIMH COOCTBEHHUKOM HH(pOpMaLuu
IIpucBoenue cyobekTaM 1 00beKTaM J0CTyIa
UACHTU(DUKATOPA U (WIH) CPAaBHEHHE TPEABSBISIEMOTO

JlocTynHOCTB —

3amura uHGOpMAUU
OT HECAaHKIIMOHUPOBAHHOTO —
J0CTyIa

3amuniaemas uapopmanust —

Nnentuduxanus -
UACHTU(UKATOPA C IIEPEUHEM NTPUCBOCHHBIX
UJCHTU(PHUKATOPOB
CoBOKYIHOCTb cozieprKalueics B 6a3ax JaHHBIX HHPOpMaLUu
WupopmanvonHas cucreMa — U oOecreynBaronnx ee 00paboTKy HH(OPMaLMOHHBIX

TEXHOJIOTHI U TEXHUYECKUX CPEACTB

OTtnenbHbIE JOKYMEHTHI U OT/I€IbHBIE MAaCCUBBI JOKYMEHTOB,
JOKYMEHTBI U MaCCUBBI JOKYMEHTOB, COACpKAIINUECS

B MH(OPMALIMOHHBIX cucTeMax (OMOIMoTeKax, apXuBax,
¢doHax, OaHKaX JaHHBIX, UH(HOPMAIIMOHHBIX CHCTEMaxX
JPYTUX BUIOB)

IIponecchl, MeTOABI MOKCKA, COOPaA, XpaHEHUs, 00pabOTKH,

Nudopmaninonnsie pecypcesl

MupopmanmonHbie — MPEeAO0CTaBIICHUSI, paCIIPOCTpaHEHUs HH(POPMAIIUU U CITOCOOBI
TEXHOJIOTUH P » Pactipoctp p

OCYUIIECTBJIEHUS TAKUX MPOIIECCOB U METOJI0B

Caenenus (CoOOOIIEHNS, JaHHBIE) HE3ABUCUMO
WNudpopmanus - ¢ ( Hl A )

oT ()OpMBI X MIPEACTABICHUS

[IpoctpancTBO (TEppUTOpPHS, 3AaHUE, YACTh 3/IaHUS ),

B KOTOPOM HCKIIFOUEHO HEKOHTPOJIUPYyeMOe peObIBaHHE JIHII,
HE UMEIOIIHNX MTOCTOSTHHOTO WJIM Pa30BOTO JOITYCKa,

Y IOCTOPOHHUX TPAHCIIOPTHBIX CPEICTB

O06s3aTenbHOE TSI BBITTOTHEHUS JIUIIOM, TTOTYIUBIITUM JOCTYI
K ompe/eneHHoi nadopmanuu, TpeOboBaHNe HE TIepeaBaTh
TaKyr HHPOPMAIIMIO TPETHUM JIMIIaM 0€3 COTJIacHs

ee obnagarens

Kontponnpyemas 30Ha -

KonduaenmnmanpHOCTH —



O6paboTka MepcoOHATBHBIX
JaHHBIX

Omnepatop

HepCOHaJ'IBHI)IC JaHHBIC

Yrpo3a 6e3omacHocTu
nHpopmaruu

Ya3BUMOCTD

LlenoctHOCTH

JleticTBus (omepamun) ¢ epCOHATbHBIME JTaHHBIMH, BKITFOYAsT
cOop, cucTeMaTU3aluIo, HAKOIUIEHHE, XpaHEHNE, YTOUHEHHE
(oOHOBNIEHUE, N3MEHEHHE ), UCITOJIB30BAHUE, PACTIPOCTPAHCHUE
(B ToM ymcIe nepenady), o0e3nuIuBanue, OJI0KUpPOBaHHE,
YHUYTO)KCHUE TIEPCOHATBHBIX JTAHHBIX

rpaXIaHUH WINA IOPHIUYECKOE JHII0, OCYIIECTBIISIONINE
JEeSITeIbHOCTD IO AKCIUTyaTalui HH()OPMAIIMOHHON CHCTEMBI,
B TOM YHCJIE TI0 00paboTke nH(MOpMAIIHU, COEpIKAIICHCS

B ee 0a3ax TaHHBIX

JIro6ast uH(pOpMAIIHsl, OTHOCAIIASICS K MPSIMO HIIM KOCBEHHO
OIpeIeIEHHOMY, UJTU OTpeesieMOMY (GU3UYECKOMY JIUILY

COBOKYIHOCTb YCIIOBHIA U (haKTOPOB, CO3AFOIINX
MOTEHIIUATIBHYIO WU PEAbHO CYIIECTBYIONIYIO

OTIaCHOCTh, CBA3AHHYIO C YTEUKON MHPOpPMALIUU

W/WIM HECAaHKIIMOHUPOBAHHBIMH U/UJTN HeTpeAHAMEPEHHBIMU
BO3/ICUCTBUSIMU Ha HeEe

HenocraTok (cmabocth) mporpaMMHOTO (IIporpaMMHO-
TEXHUYECKOTO) CPECTBA WIK MH(POPMALIMOHHON CUCTEMBI B
1[EJIOM, KOTOPBIH (KOTOpast) MOKET ObITh MCIIOJIb30BaHA IS
peanu3anyu yrpo3 6€30MmacHOCTH HHPOpMAIUN
YcToiunBocTh HH(OPMALINY K HECAHKIIMOHUPOBAHHOMY

WK CITy9aifHOMY BO3ACHCTBHUIO Ha HEE B IpoIecce 00padoTKu
TEXHUUYECKUMU CPEJCTBAMH, PE3YIbTATOM KOTOPOTO MOXKET
OBITh YHUUTOXKCHHUE U UCKAKECHUE HHPOPMAIHH
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denepanbHas cyk0a 0 TEXHUYECKOMY M SKCITIOPTHOMY KOHTPOJTIO



1 OBIIME IMOJIOKEHUSA

Hacrosimas [TonuTrka sSBisieTcss JOKYMEHTOM, OMPEICIISIONINM HapaBICHUs ESTEIBHOCTH B
obnactu obecriedeHust HHGHOPMAITMOHHON 0€30TaCHOCTH U TIPEJICTaBIIsIeT COO0H CHCTEMaTH3UPOBAHHOE
U3JI0KEeHHE Tenell u 3amad MHPOpPMAIMOHHON 0e30MacHOCTH, KaK OJHO MM HECKOJIBKO MpPaBuIIL,
MpoLEaYyp, MPAKTUYECKUX IPUEMOB M PYKOBOIAUIMX MPHUHIMIIOB, KOTOPHIMU PYKOBOACTBYETCS
l'ocynapcTBeHHOE OIOPKETHOE JOIIKOJIBHOE 00pa3oBaTelbHOE YUpEXKJIEHHE IeTckuii cam Ne63
koMOuHHpoBaHHOro BuAa Kuposckoro paiiona Cankt- IletepOypra, a Takke OpraHu3allMOHHBIX,
TEXHOJIOTUYECKUX U MPOLETYyPHBIX ACIIEKTOB 00ecIedeHrs HHPOPMALIMOHHON 0€30MacHOCTH.

[Tonoxxenus Hacrosimei [lonuTrku He pacnpocTpaHsoTca Ha o0ecrieueHrne HHPOPMaIIOHHOM
0€30MacCHOCTH CBEJICHUI, COCTABIISAIONINX IOCYAAPCTBEHHYIO TaliHY.

OcHoBHOI 3amaueii B oOnactu wHPOpMAUIMOHHON OezomacHOocTH ['OCyHapcTBEHHOTO
OI0/PKETHOTO JOUIKOJIILHOTO 00pa30BaTeIbHOTO YUPEKIEHUS JEeTCKOro caaa Ne63 KoMOMHHPOBAHHOTO
Buga Kuposckoro paiiona Cankr- IlerepOypra (manmee, I'BJOY nmerckmii cam Ne63), mpusHaer
COBEpIICHCTBOBAHUE MEP U CPEACTB OOECIeueHus 3auThl HHPOpMai HHPOPMAIIMOHHBIX PECYPCOB
I'BAOY nerckuii cax Ne63 B KOHTEKCTE pa3BUTHS 3aKOHOaTeNIbcTBa Poccuiickoit denepaiinu 1 HOpM
perynupoBanusi MHGOPMAIIMOHHON JESATENbHOCTH B TEKYIIUX YCIOBUSX (GYHKIIMOHUPOBAHUSA
MH(POPMALIMOHHOTO TTOJIS.

[Tpu pa3paborke [IOTUTHKM YyUHUTHIBAIMCH OCHOBHBIC MPHHIIMIIBI CO3AAHUS CHCTEM 3alllUThI
uH(pOpMAlIMY,  XAPAKTEPUCTUKH M BO3MOXXKHOCTH  OPTaHU3AIMOHHO-TEXHHYECKUX  MeEp
Y COBPEMEHHBIX MPOTPAMMHBIX H allllapaTHO-IPOTPaMMHBIX CPEACTB 3aIUTh HHPOPMAIIHH.

B pamkax cpoeii nestenpHocTH ['BJIOY nmerckuii cam Ne63 00s3yercs mpeanpuHUMATh BCE
BO3MO>KHBIE MEPHI JUIsI 3aIIUTHI HH(pOpMauK OT yrpo3 6e30macHoCcTd HH(OpMAIUH.

TpeboBanust nHGOPMAIIMOHHON 0€30MaCHOCTH, COOTBETCTBYIOT 1ensiM aestenbHoctd ['B/IOY
nerckoro caaa Ne63 u mpegHa3HAUYEHBI JUIsl CHHOKCHHSI PHCKOB, CBSI3aHHBIX C pealu3alueil yrpos
6e30macHOCTH HHPOPMALIUH.

[Tonutuka noctynHa BceMm pabotHukam I'BJIOY nerckoro caga Ne63 v BceM MOIB30BATENSAM €TO

pecypcos.
2 TEJHA U 3AJIAYU OBECHEYEHUS UHOOPMAIIMOHHOM BE3OINACHOCTH

Cy0bexTbl HHPOPMALMOHHBINH OTHOIIEHUH
Cybbexkramu npu obecrnieuenun uHdopmanronHoit 6ezonacHoctd B 'BJJOY nerckom caxy Ne63
SIBJISTFOTCSI:
—ypabotauku 'B/IOY nerckoro cana Ne63 (B ToM uucie yBOJIEHHBIE);
—poauTenu (3aKOHHBIC TIPECTABUTEINN);
—(u3nUecKkue JMIA, TMPEACTABUTEIM KOHTPAreHTOB B paMKaxX HWCIOJHEHUS JIOTOBOPHBIX
00513aTeINIbCTB;
—usnueckue nuia, noaasire oopamienue B aapec ' BJIOY nerckuit can Ne63;
—IOpUAMYECKHE JIMIA, B pPaMKaxX HCIOIHEHHUS JIOTOBOPHBIX O05S3aTENbCTB WM BO HCIOJTHEHUU
TpeOoBaHUl CO CTOPOHBI 3aKOHOAaTeNbeTBa Poccuiickoii deneparumy;
—OpraHbl TOCYAapCTBEHHOM BIIACTH.
O0bexkTh HHPOPMALMOHHBIX OTHOIIEHUH
O6bexkTamu HHOOPMAIIMOHHBIX OTHOIIEHUH SIBISFOTCS:
—uHpopmanuonnsie pecypcsl ' B/IOY nerckoro cama Ne63;
—porecckl 00padoTkn nHGpopmanuu B nHpopManmoHHbX cucreMax ['BJIOY nmerckoro cama Ne63,
uH(OPMAaIIMOHHBIE TEXHOJIOTHUHU, PETJIAMEHTHI U MIPOLIEAYPBI cOOpa, 00pabOTKH, XpaHEHUs U Tiepeadn
uH(pOopMaLnu;
—CHUCTEMBl M CPEACTBA 3alIUThl WH(MOPMAIMU, OOBEKTHl M TMOMEIICHUS, B KOTOPHIX pa3MEIICHBI
cpezacTBa 00paboTKU HHPOPMALIUH.
esn o0ecnieyeHuss UHGOPMALMOHHOM 0€30MTACHOCTH
OcHoBHO# 1enbi0 obecrieueHus uHGopmarmonHoit 6e3onacHoctu ['BAOY nerckoro camga Ne63
SIBJITFOTCS ICHCTBUS HANPABJICHBI HA JOCTKEHHUE 3aIIUTHI CYyOBEKTOB HH(POPMAITMOHHBIX OTHOIICHUN
OT BO3MOJKHOTO HaHECEHHUS MM MaTepuanbHOro, (PU3NYECKOro, MOPAIBHOTO WM HHOTO YyIiepoa,



MOCPEACTBOM  CIIy4ailHOro WM  NpeJHaMEpEeHHOro  BO3JAEWCTBHA  Ha  UH(pOpPMAIHIO,
B TOM YHCIIE:
—COOJIFOICHUS TIPABOBOTO PEKHUMA HUCIIOIh30BAHMS MAaCCHBOB U CPEJICTB 00pabOTKH HH(POPMAIIHH;
—IIpPEeIOTBPALlleHUs] ~ pealiu3allid  yrpo3 0e30macHOCTH HMH(OpMAlMM TMpPU  OCYLIECTBICHUU
nestenbHOocTH I'BJIOY nerckoro cama Ne63.
3agauu obecrnieyeHus HHPOPMAILMOHHOI 0e30MACHOCTH
Hoctuxenue 1eneil obdecrieueHus: MHGOPMAIMOHHON O€30MacHOCTH M CBOMCTB HMH(pOpManuu,
I'BAOY nerckuii cag Ne63 pemaercst CaeayOIMMUME 33/1a4aMu:
—3aIIUThl OT HECAHKIIMOHUPOBAHHOT'O IOCTYNA K HH(POPMAIIMOHHBIM pecypcam;
—pasrpaHuveHus JOCTyNa IOJIb30BaTeNe K HMH(OPMAIMOHHBIM, aIlIapaTHbIM, MPOTPAaMMHBIM H
MHBIM pecypcawm;
—PETUCTpaliy U MEPUOIUTICCKOT0 KOHTPOJISI ISHCTBUH MOIh30BaTeNel mpr 00padOTKe 3aIIuIaeMon
UHPOPMALIUU U IEPUOINIECKUN KOHTPOJIb KOPPEKTHOCTH UX JICHCTBHIA;
—XKOHTPOJISI LIEJIOCTHOCTH CPEbl UCIIOTHEHUS IPOTPAMM U €€ BOCCTAHOBJICHUE B CIy4ae HAPYIICHMUS;
—o0ecrnieueHus  ayTeHTH(QUKAUUU W  WACHTU(UKAIMM  [OJb30BaTeNiel, YYacTBYIOIIMX B
nH(pOpMaITMOHHOM OOMEHE;
—o0ecredyeHuns: UCIIPaBHOCTH MPUMEHsIeMbIX B nHpopMannoHHbix cuctemax ['BJIOY nerckoro cana
Ne63 cpencts 3amuTel HHGOPMAIHH;
—CBOEBPEMEHHOTO BBISIBIIEHUE UCTOYHUKOB yrpo3 0€30MacHOCTH MH(OpPMAIMK, TPUYUH U YCIOBHIA,
CIOCOOCTBYIOLIMX HAHECEHUIO yiepba 3aMHTEPECOBAHHBIM CYObEKTaM  HH(POPMAIMOHHBIX
OTHOIIICHU;
—CO3/IaHUeM CIIYXObl MOHHUTOPUHIA M pearupoBaHUs Ha Yrpo3bl Oe30macHOCTH HH(poOpManuu u
HEraTUBHBIE MTOCIIE/ICTBUS;
—CO3/[aHUeM YCTIOBHUI IS MMHMMM3AIMM HAaHOCHMOTO yiiep0a HEeNpaBOMEPHBIMH JICHCTBUSMU, U
yCcTpaHEHHe MOCIeNCTBUN HapylieHus uHdopmaimonHnoii 6e3onacHoctu B 'BJIOY nerckoro cana
Ne63.
Pemenne Beimenepeunciennbix 3agad B [BJAOY nmerckom camy Ne63 ocymecTBisieTcs
IIOCPEICTBOM:
—y4eTa BceX MOANESKAIUX 3aIluTe HHPOPMAIIMOHHBIX PECYPCOB;
—KYpHAJIMPOBAaHUSA JEHCTBUI MepcoHaNa, OCYIIECTBISIIOMIET0 OOCTY:KUBaHHE W MOAUDUKAIIIO
MIPOrPaMMHBIX U MPOTPaMMHO-aNNapaTHBIX CPEICTB NHPOPMALIMOHHBIX CUCTEM;
—perjamMeHTal MpolueccoB 00paboTku uMHpopmanuu, aeicTBuil padotHukoB I'BJIOY nerckoro
cazia Ne63, oCyIIECTBISIIOIINX YKCIUTYaTaIl[I0 IPOrPaMMHBIX U IIPOTrPaMMHO-aapaTHBIX CPEICTB, Ha
OCHOBE YTBEPK/IEHHBIX OpraHU3al[MIOHHO-PACIOPAIUTENbHBIX JOKYMEHTOB I10 3aIIUTe HH(OpMaIUy;
—Ha3HauYeHUsl U MOJArOTOBKOM paOOTHMKOB, OTBETCTBEHHBIX 3a OPraHU3allMI0 M OCYLIECTBICHHE
MEpONpUITHIA TT0 oOecrieueHuto nHpopMarmonHoi 6e3omnacHoctu B ['BJIOY netckom cagy Ne63;
—HaJeNeHUs] KaxXJIoro pabOTHHKa MHUHUMAJbHO HEOOXOJUMBIMU IpaBaMu Ipu paboTe B
MH(OPMaLlMOHHON MHPPACTPYKTYPE COTIACHO UX JOJKHOCTHBIM 00SI3aHHOCTSIM;
—COOJII0JIEHUsT BCEMU PAOOTHUKAMH, SKCIUTYaTHUPYIOIIUMH M 0OCIYKHMBAIOIUMH MPOTPaMMHBIE U
porpaMMHO-aNnapaTHbIe CPeJICTBa, TPeOOBaHUI OpraHU3allMOHHO-PACTIOPSIUTENBHBIX TOKYMEHTOB
o BompocaM obecrieueHust HHPOPMAIIMOHHON 0€30MaCHOCTH;
—TIepCOHAILHOM OTBETCTBEHHOCTHIO KaXKA0Tr0 paOOTHHKA 3a CBOU JIEMCTBUS, yUaCTBYIOIIETO B paMKax
CBOMX (YHKIMOHAJIBbHBIX 00s3aHHOCTEH B IpolieccaXx aBTOMAaTU3UPOBAHHON 00pabOTKU MH(POPMALIUU
¥ UMEIOIIETO JOCTYM K pecypcaM HH(GOPMAIMOHHBIX CUCTEM;
—peanu3anueil TEeXHOJIOTMYECKHUX IMPOIEeccOB 00paboTkuM HHGOpMAIMM C HUCHOJIb30BAHUEM
KOMIIJIEKCOB OPTaHU3AI[MOHHO-TEXHUUECKUX Mep 3alUTHI IPOrPaMMHOT0 00ecrieueH s, MPOrpaMMHO-
anmnapaTHbIX CPEJICTB;
—TPUHATHS Mep MO O00ECleUYeHUI0 (U3MUYECKOM IEeOCTHOCTH MPOrPaMMHO-AMNMAPATHBIX CPEICTB
MH(OPMALIMOHHBIX CUCTEM U MOJAJIEp)KaHuEM HEOOXOAUMOI0 YPOBHS 3aIIMIIEHHOCTH KOMIIOHEHTOB;
—CIIOJIB30BAaHMsl MPOTPAMMHBIX W TMPOTPaMMHO-ANIMApPaTHBIX CPEACTB 3aIIUTHl MHGOpMAaLUU
obOpabareiBaemMoM B ['BJIOY nerckom camy Ne63 M aAMUHUCTPATHBHOM MOMJEPKKOH HX



UCIIOJIb30BaHUS;

—KOHTPOJIsI COOMIOACHHUS MOIB30BATEIIMU MH(OOPMAIIMOHHBIX CUCTEM TpeOOBaHUN MO 0OeCIIeUeHUI0
UH(POPMALIMOHHOM 0€30MacHOCTH;

—TpoBelieHUsT aHanu3a 3()P(YEKTUBHOCTH NPUHATHIX MEp 3allUThl MHPOPMALUU U NPUMEHSEMBIX
cpencts 3anuThl uHGpopManuu B 'BJIOY nerckom cagy Ne63;

—pa3paboTKH U peaan3auy IpeayioKEHHIH MO0 COBEPIICHCTBOBAHUIO CHCTEM 3aIlUThHl HHPOPMALIUU B
I'BAOY nerckom camy Ne63.

3 NPUHIMUIIBI OBECHEYEHUS TH®OPMAIIMOHHOM BE3OITACHOCTHU

Ob6ecrnieuenre MHMHOPMAIMOHHONW OE30MACHOCTH, JTOJDKHO OCYIICCTBISITHCS B COOTBETCTBHH CO
CJICAYIOIIMMU OCHOBHBIMH NTPUHLIUIIAMM:

IpuHIMI 3aKOHHOCTH

IIpu BbIOOpE MepompuATHH O 3amuTe WHGOPMALKU, JOJDKHO cOONOaThes JecTBYOIIEe
3akoHOoJaTenbCcTBO Poccuiickoit denepanyu B cdepe 3amuThl HHPOPMALTUH.

Bce paGoTHUKM JOKHBI MMETh NpEACTaBlIeHUE 00 OTBETCTBEHHOCTH 3a INPaBOHApPYILEHHS B
cdepe 3ammuThl nHGOpMaruu. [IporpamMmmHuo-anmaparasie cpenctsa, npumensemeie B [ BI0Y nerckom
cary Ne63, IOKHBI HMMETh COOTBETCTBYIOLIME JIMIEH3UM, OQHUIMAIBHO IPUOOpETaThCs Yy
MPEJCTaBUTENCH Pa3padOTYNKOB STHX CPEICTB WM SBISATHCS HHTEIICKTYAIBHOW COOCTBEHHOCTHIO
I'BJIOY nerckoro caga Ne63.

IpuHIMI CHCTEMHOCTH

IIpu co3maHuM cHCTEMBbl 3AIUUTHI JOJDKHBI YUYHUTBIBATHCS AKTyallbHbIE YIPO3bl 0€30MaCHOCTU
nHpOpMann1, BO3SMOXHbBIE 00bEKTHI M HAIIPABJICHHS aTak Ha HEE CO CTOPOHBI HapymuTeneil. Cucrema
3alUTHI JI0JDKHA CTPOUTHCS C YYETOM HE TOJIBKO M3BECTHBIX KAaHAJIOB YTEUKH MH(OPMAIMM, HO U C
Y4ETOM BO3MOXXHOCTH TMOSIBIICHHSI HOBBIX YSI3BUMOCTEH B TPOrpPaMMHOM 00€CIICUCHHH.

ITIpuHIMI KOMIJIEKCHOCTH

KommiekcHOE MCTOIBb30BaHUE CPENCTB 3aIIUMTHl WHPOPMAIWMU MPEAIONaraeT COrjiaCOBaHHOE
IPUMEHEHHE MpPU MOCTPOCHUM LEIOCTHOM CHUCTEMbI 3allUThl, MEPEKPHIBAIOIIEH BCE CYIIECTBEHHbIE
yrpo3bl Oe3omacHoCTH WHGpOpManuy. 3aniuTa JO0DKHA CTPOUTHCS SIIENOHHpoBaHO. Dusmyeckas
3alUTa J0JDKHA 00ecneunBaThes (PU3NYECKMMHU CPEACTBAMU M OPraHU3aLMOHHBIMUA MEpaMH.

[Ipu mocTpoeHNH, BHEAPEHUU M SKCIUTyaTallMd CHCTEMBI 3alIMThl WH(GOpPMAIMKA PYKOBOICTBO
I'BJIOY nerckoro caga Ne63 obecnieunBaeT yciaoBus i 3Q(HEeKTUBHON KOOpAMHALIMYN AEHCTBUM BCex
nu1, 00ecTeurnBarIIMX HHPOPMAIIMOHHYIO O€30MTaCHOCTb.

IIpyHIHUI CBOEBPEMEHHOCTH

Pa3paboTrka cucreMbl 3amiuThl MHPOPMAIMK JIOJKHA BECTUCH MApAJJIENIbHO C pa3pabOTKON U
MH(GOPMALMOHHOM CUCTEMBI. DTO MO3BOJIMUT y4eCTh TPeOOBaHMs O€30MaCHOCTH MPH MPOSKTUPOBAHUU
apXUTEKTyphl M, B KOHEUYHOM cdYeTe, co3laTh Oosiee 3(PexTUBHBIE HMHPOPMAIMOHHBIE CUCTEMBI,
o0Jafaronue T0CTaTOYHbIM YPOBHEM 3alUILIEHHOCTH.

IpuHIMI NpeeMCTBEHHOCTH

ITocTosiHHOE COBEPLICHCTBOBAHME MEp W CPEACTB 3allUThl HH(pOpMAllMM Ha OCHOBE
MIPEEMCTBEHHOCTH OPTaHW3allMOHHBIX M TEXHUYECKUX pEIIeHHWH, KaJpOBOTO COCTaBa, aHAIIN3a
(GYHKIIMOHUPOBAHUS HH(POPMALIMOHHBIX CUCTEM M CUCTEMBI €€ 3aILUThI C yYeTOM U3MEHEHHH B METOAax
U CpeJCTBax NepexBara HHPopMaluu, HOPMATUBHBIX TpeOOBaHUI MO 3alIUTe HH()OPMALINH.

IIpyHIHUI J0CTATOYHOCTH

CooTBeTcTBHE YypOBHS 3aTpaT Ha obOecrieyeHre MHPOPMAIMOHHOM 0€30ImacHOCTH M IIEHHOCTH
MH(OPMALMOHHBIX PECYPCOB Ha BEIMYMHY BO3MOXHOIO yliepOa OT UX pa3rilalleHus, YHUUTOKEHUSI U
UCKakeHUs. lcmomb3yemple Mephl M CpeICcTBa 3alIUThl WHGOpPMAIMKA HE JOJDKHBI YXY/IIIATh
SPrOHOMUYECKHE MOKa3aTeIr KOMIOHEHTOB HH(POPMALIMOHHBIX CUCTEM.

IIpuHIMI 0TBETCTBEHHOCTH

Bo3noxeHne 0TBETCTBEHHOCTH 3a obecrieueHue 6e30macHOCTH HHpopMalu U ee 00paboTKH Ha
Ka)X/I0TO pPa0OTHHUKA B MPEJIeNIaX ero NOJTHOMOYHA. B COOTBETCTBIY C TUM MPHHIIUTIOM paclipeieieHue
npaB ¥ 00s3aHHOCTE PaOOTHUKOB CTPOUTCS TAKMM 00pa3oM, 4TOOBI B cydae JIto00ro HapyieHus Obu1
W3BECTEH HAPYIIUTEIb.



IpuHuMn 000CHOBAHHOCTH U TEXHUYECKOI peain3yeMoCcTH

NudopmannoHHbie TEXHOJIOTHUH, MPOTPAMMHBIE M IMPOTPAMMHO-ANIMapaTHBIE CPEICTBA, MEPHI
3aluUThl MHQOpPMAIMK JOJDKHBI OBITh PEau30BaHbl 10 COBPEMEHHBIM pEIICHHUSIM, OOOCHOBAHBI
C TOYKH 3pEHUS JIOCTIKEHHS 3a/IaHHOTO YPOBHS 3aIIMIEHHOCTH WH()OPMAIMH U SKOHOMHYECKOMN
1e1ecoo0pa3HOCTH, a TakKe COOTBETCTBOBAaTh YCTAHOBJICHHBIM HOpMaM U TpeOOBaHUSAM
1o 6e30MacHOCTH WH(OPMAIIHH.

IMpunuun npodeccnoHaIu3zmMa

Peanu3amus Mep 3amuThl HHGOPMAIIUU U IKCILTyaTaIUs CPEICTB 3alUThl HHPOPMAIINH JT0JDKHA
OCYILECTBIATHCS MPOGECCUOHATFHBIMU CIICIIUAINCTAMHU.

[IpuBneueHune crnenraIM3upPOBAHHBIX OpraHU3alUil K pa3padoTKe CPEACTB M peallu3allu Mep
3amuUThl MH()OPMAILUK, TOATOTOBICHHBIX K KOHKPETHOMY BHAY JAEATCILHOCTH IO OOECIEYCHHUIO
6e30macHOCTH UH()OPMALIMOHHBIX PECYPCOB, UMEIOIIMX OIbBIT MPAaKTUYECKON paboThl U JIMIEH3UN Ha
MpaBO OKa3aHMs YCIYT B 3TOM 001acTH.

IpyuHOMN MUHUMM3AIUU TPUBUJIETHH MM0JIb30BaTe el

Ob6ecrieueHne MOIb30BATENICH IPUBUIICTUSIMUA MUHUMATBHO IOCTATOYHBIMH JIJISI BBITOJIHCHUST UMU
CBOHUX JOJDKHOCTHBIX 00s3aHHOCTel B 'BJIOY merckom cama Ne63.

4 OCHOBHBIE TPEBOBAHMUA 110 3AHIMTE UHOOPMALINUUN OT'PAHUYEHHOI'O
JOCTVYIIA

Cucrema 3amuThl WH(pOpPMAIMK JIOJDKHA TPEIyCMaTPUBATh KOMIUIEKC OPraHU3allMOHHBIX,
MIPOrpaMMHBIX U MPOTPAMMHO-AIIAPaTHRIX CPEJCTB U MEp MO 3amuTe HHGOPMAIMK B IPOIIEcCe ee
00paboTKH.

BrinonHeHnune TpeOOBaHMIA JOCTUTACTCS 3a CUET peau3ali Ha 00beKTaXx HHPOpMATH3AIUd MEp
10 3anuTe uHpopMaIuu:

—uAeHTU(PUKAIMH U ayTeHTU(QUKAIK CYOBEKTOB HOCTYIA U OOBEKTOB JIOCTYIA;
—YyTPaBJICHHUIO JIOCTYIIOM CYOBEKTOB JJOCTYIA K O0OBEKTaM JIOCTYIIA;
—OTPaHUYEHHUIO IPOTPAMMHOMN CPEJIbL;
—3allUTe MAIIMHHBIX HOCUTEJIEH IEPCOHATBLHBIX JTaHHBIX;
—ErucTpaluu COOBITUI 0E30MTaCHOCTH;
—AaHTHUBUPYCHOM 3alUTE;
—O00HapyKEHUIO BTOPKCHUIA;
—KOHTPOJTIO (aHATH3Y) 3alIUIIEHHOCTH MEPCOHATBHBIX TAHHBIX;
—o00eCnevYeHnI0 1IeT0OCTHOCTH HH()OPMAIIMOHHON CUCTEMBI M IEPCOHATBHBIX TaHHBIX;
—o00ecnevyeHnI0 TOCTYTHOCTH EPCOHANIbHBIX JaHHbIX;
—3allIMUThl CPEIbl BUPTyAIU3aLUU;
—3allUThl TEXHUYECKUX CPEICTB;
—3anmUThl UHHOPMAIITMOHHON CHCTEMBI, €€ CPEJICTB, CUCTEM CBSI3H U MEpelaul JaHHBIX;
—BBIABJICHUIO UHITUJICHTOB M pearupoBaHue Ha HUX;
—ympaBieHUI0 KoHpuUrypanueid WHOOPMAIMOHHON CHUCTEMBI MU CHCTEMBI 3alUTHl MEPCOHATBHBIX
[JaHHbIX.
I'BAOY nerckuii cam Ne63, kak oOmamatens HWHGOpPMAIMM OTPAHMUYEHHOTO JOCTYMA, MPH
OCYIIECTBJICHUU CBOUX MPaB 00s3aHO:
—Cco0Ir0aTh MpaBa ¥ 3aKOHHBIE HHTEPECHI MHBIX JIUIL;
—IIPUHUMATH HEOOXOUMBbIE MEPHI MO 3alUTe HHPOPMALIUH;
—OTpaHUYMBATh TOCTYN K MHPOPMAIUH, €CIIU TaKasi 003aHHOCTh YCTaHOBJICHA 3aKOHOIaTEIhCTBOM
Poccuiickoit @enepanuu.

B tom wumcie T'BAOY njmerckmii cam Ne63, BmpaBe eciii HWHOE HE MPEAYCMOTPEHO
3akoHoJarenbeTBoM Poccniickon denepanuu:

—paspemniaTh WIH OTPaHUYUBATH JOCTYIN K WHQPOPMAIUH, OMPENETATh MOPSAIOK U yCIOBUS TaKOTO
JIOCTYya;

—HUCIONB30BaTh HHPOPMAITUIO, B TOM YHCIIE PACIIPOCTPAHSTH €€, TI0 CBOEMY YCMOTPEHUIO;
—TiepenaBaTh UH(GOpPMAIMIO OPYTUM JIMIIaM Ha YCTAaHOBJIEHHOM 3aKOHOAATEeIhCTBOM Poccuiickoii



®denepai OCHOBAHUH;

—3aIIMIIaTh YCTAaHOBJICHHBIMU 3aKOHOIATebCTBOM Poccuiickoit deneparu ciocobamMu CBOM Ipasa
B CJIy4ae He3aKOHHOTO MOJTy4eHHsI MHPOPMALIUHU WK €€ HE3aKOHHOTO NCTI0Ib30BAHUS HHBIMU JIMIIAMHU;
—OCYIIECTBIISITh UHBIE IEHCTBUS ¢ MH(GOpMaIMEl UM pa3pellaTh OCYIIECTBICHNE TaKUX JIEHCTBUH,
€CITM 3TH ICUCTBHS HE MPOTUBOpPEYAT (pe/iepaTbHbIM 3aKOHAM H IPYTMM HOPMAaTHBHO-TIPABOBBIM aKTaM
Poccuiickoit deneparumu.

3ammra  WHPOPMALMM  OTPAHMYCHHOTO  JIOCTyNa  TNPEACTaBIsIeT  COOOW  MpUHATHE
OpPraHU3AlMOHHBIX U TEXHUYECKUX MEp, HAIPABIICHHBIX HA:

——co0mrofeHre KOHQUACHIMATLHOCTH HHPOpMawu (MCKIIOYEHWE HEMPaBOMEPHOTO JOCTYIIA,
KOIMPOBAHUS, PEIOCTABICHUS WIIK PACIPOCTPaHEHUS! HH(OpMAIIH);

—o0ecreyeHne eOCTHOCTH HHPOpMAIMU (MCKITIOYCHHE HEMPABOMEPHOTO  YHHUYTOXKCHUS WM
MoauUIMPpOBaHUsS HH(pOpMAIUN);

—peaNn3anuio mpaBa Ha JOCTyNn K HH(popManuu (MCKIIOYCHHE HENpPaBOMEPHOTO OJOKUPOBAHUS
uHpOpMAaLINN).

CpenctBa 3amuThl UH(GOpPMALMKM BHEIPSIIOTCS IO pe3ysibTaTaM MPOBEACHUSI OLEHKU PHCKOB
MH(POPMAIIMOHHOHN 0€30MacHOCTH.

Opranuzanus 3ammThbl HHGOPpMALUKT

[Tpu opranmzammu B I'B/IOY nerckom camy Ne63 3amuTsl nH(GOpMAINHU, JOKHBI BHITIOTHITHCS
TpeboBanusi PenepanbHOro 3akona ot 27.07.2006 Ne 149-D3 «O6 undopmanuu, nHOOPMALMOHHBIX
TEXHOJIOTUSIX M O 3amuTe HHOOpMAIMM», KOTOPBIE PETYIMPYIOT OTHOIICHUS, CBS3aHHBIE C
yCTaHOBJICHHEM, U3MEHEHHEM U TIPEeKpallieHreM pexuma o0paboTku 3amuiaemMoi unopmanuu. B Tom
yucie TpeboBaHUA O 3aumUTe UH(GOPMAaLUU, HE COCTaBJSAIOUIEN TIOCYlapCTBEHHYIO TailHy,
coJieprKalleiicss B TOCYyJapCTBEHHBIX MH(MOPMAIMOHHBIX CUCTEMax yTBep:kIeHHbIe mpukazom OCTOK
Poccum ot 11.02.2013 Ne 17 «O0 yrBepkaeHnn TpeOOBaHMA 0 3a1IMTe HHPOPMALIUH, HE COCTABIISIOMICH
rOCy/IapCTBEHHYIO TaliHy, COJAEp)Kallleiicsi B TOCYyAapCTBEHHBIX HH(POPMAIIMOHHBIX CHUCTEMax» s
rOCy/IapCTBCHHBIX WH(POPMAIMOHHBIX cucTeM Mo KoTopeiM ['BJIOY nmerckwii cam Ne63 sBisiercs
OnepaTtopom.

BTI'BAOY nerckom camy Ne63 momMmMo peanu3alid OCHOBHBIX MeEp 3alIUThl WH(OpMAIUN
OCYULIECTBIISETCSA:

—peryJsipHasl OlICHKa M yIpaBJIeHUE PUCKaMU HMH(OPMALMOHHONW 0€30IaCHOCTU B COOTBETCTBUH C
YCTaHOBJIEHHBIMHU IPOLEAYPaMU B 00JIACTH YIPABJIECHUS PUCKAMU;

—uHpOpMHUpOBaHUe, 00yueHne U MoBbllleHNe KBanudukauuu pabornukoB ['BJIOY nerckoro cana
Ne63 B cepe nHDOpMaATMOHHON OE30MTACHOCTH;

—MeTou4ecKas IoMOIlb padOTHUKAM B BOIpocax odecrieueHus: HHOpMallnOHHON 0€3011acHOCTH;
—aHaJIM3 ¥ MOUCK BO3MOKHOCTEH MO MOBBIIICHUIO YPOBHS 3AIIUIIEHHOCTH HH(POPMALIUH.

Jns opranuzanuu 3amutel nHGopmarmu, [BJI0Y netckuit cag Ne63 BripaBe MpUMEHSTh CPEICTBA
U METOJbl TEXHUYECKOW 3alluThl, IPEJIPUHUMATL ApPYyrue, He MPOTHBOpEYalle 3aKOHOJIaTEIbCTBY
Poccutickoii denepanuu, Mepsl.

B pamkax oOecnedeHus 3amuThl HH(pOpPMALMU, B paMKax TPYAOBBIX OTHOIIEHUH HEOOXOIMMO
O3HAKOMUTbH IOJI POCIHUCH PaOOTHHUKOB, AOCTYH KOTOPBIX K MH(OPMAIMM OTPAHUYEHHOTO JOCTYyIa,
HEO0OXOJIUM Ui BBINIOJIHEHUS MMH CBOUX JIOJDKHOCTHBIX OOSI3aHHOCTEW, ¢ NepeuyHeM HH(pOopMaluu
OrpaHUYEHHOro AocTyna, U npuHAThIME B 'BJIOY netckom caxy Ne63 Mepamu 3amutel nHGOpMAaLIKK.

Oco0eHHOCTH 3a1UTHI ePCOHAIBHBIX JaHHBIX

ITpu opranuzaun o6padotku B 'BJIOY nerckuii cag Ne63 nepcoHanbHBIX JaHHBIX HEOOXOIUMO
pyKoBOJACTBOBaThcsl TpeboBaHusiMu @DexnepanbHoro 3akoHa ot 27.07.2006 Ne 152-d3 «O
MIEPCOHANIBHBIX JaHHBIX).

[lepeuenp Mmep, BeImonHEHHE KOTOphIX obecneumBaer ['BJIOY merckmii cam Ne63 B kauecTBe
orepaTopa IepCOHaIbHBIX JIaHHBIX, 10JKEH BKIIIOYATh:

—mnasHayenne B ['BJIOY gerckom camy Ne63 OTBETCTBEHHOTO 3a OpraHHM3aIUi0 00pabOTKH
MEePCOHAIBHBIX JTaHHBIX;

—pa3paboOTKy JOKYMEHTOB, ONpEACISAIOIIMX IpaBHja B OTHOUICHHHM OOpPabOTKM MEepPCOHAIBHBIX
nanHbiXx B ['BIOY nerckom cany Ne63, JoKagbHBIX aKTOB MO BOMpocaM 0OpaOOTKM MEepCOHATbHBIX



JTAHHBIX;

—TpUMEHEHUE OpPraHU3allMOHHBIX M TEXHHUYECKMX Mep Mo obOecrneueHuio Oe30MacHOCTH
NIEPCOHAIBHBIX JJAHHBIX B COOTBETCTBUHU €O cTaThell 19 DenepanbHoro 3akoHa ot 27.07.2006 Ne 152-
@3 «O nepcoHaIbHbIX JAaHHBIX;

—BBINIOJTHEHHE TPEOOBAHUI 1O COCTaBY M COJCPKAHUIO OPTaHU3ALMOHHBIX M TEXHHMUYECKHX MEp IO
o0ecrieyeHnI0 0€30IaCHOCTH TEPCOHAIBHBIX JAaHHBIX HpU HUX 00paboTKe B HH(POPMALMOHHBIX
cHucTeMax MepcoHaIbHbIX JaHHBIX yTBepkAEHHBIX [Ipukazom @CTIK Poccum ot 18.02.2013 Ne 21
«O0 yTBEep)KJICHHH COCTaBa U COJEP)KAHHs OPTaHU3ALMOHHBIX U TEXHUYECKUX MEp MO0 00eCreueHUIo
0e30MacHOCTH TEpPCOHAJIBHBIX JAaHHBIX NOpU HUX 00paboTke B HHPOPMAIMOHHBIX CHCTEMax
NEPCOHATBHBIX JaHHBIX);

—OIICHKY Bp€Ja, KOTOPBbI MOXET OBIThb MPUYMHEH CYyOBEKTaM IEPCOHAJbHBIX JAaHHBIX B CiIydae
Hapymenusa denepanbHoro 3akoHa Ne 152-D3, cooTHOIIEHHME YKa3aHHOTO Bpela W MPUHUMAEMbIX
OIIepaToOpoM Mep, HAIPABJICHHBIX Ha OOECICUYEHUE BBHIMOJIHEHUS 00SA3aHHOCTEH, MPEIyCMOTPEHHBIX
®denepanbHbiM 3akoHOM No 152-D3;

—o3Hakomsienue padotHukoB I'BJIOY nerckoro cama Ne63, HemocpenCTBEHHO OCYIIECTBIISIOLINX
00paboOTKy MEepPCOHAIBHBIX JAHHBIX, C TOJOKEHUSIMHU 3aKOHOAATenbcTBa Poccuiickoit denepamnuu o
MEPCOHAIBHBIX JIAHHBIX, B TOM YHCJIe TPeOOBaHUSIMHU K 3aIUTE IEPCOHATBHBIX TAHHBIX, JOKYMEHTaMH,
onpenemsromumu TpedoBanus ['BIOY nerckoro caga Ne63 B oTHOIIEHNN 00paOOTKH EPCOHATBHBIX
JTaHHBIX U 00y4YeHUe, IpU He0OXOIUMOCTH, YKa3aHHBIX paOOTHUKOB.

Ob6ecrieueHre 0€30NMaCHOCTH NIEPCOHABHBIX JAHHBIX TOCTUTACTCS, B YACTHOCTH:
—oOTMpeeNieHueM yrpo3 U HapymuTenel 6e30MacHOCTH NePCOHANBHBIX TaHHBIX MPU UX 00paboTKe B
WH(OPMAILIMOHHBIX CHCTEMaX MEePCOHANbHBIX JaHHBIX;

—OIpeeIEHUEM YPOBHSI 3aIIMILEHHOCTH NEPCOHAIBHBIX JaHHBIX B COOTBETCTBHM C TPeOOBaHUSIMU
[Tocranosnenus [IpaBurenscrBa Poccuiickoit @eneparuu ot 01.11.2012 Ne 1119 «O6 yrBepx)aeHuu
TpeOOBaHUI K 3allUTe MEPCOHATBHBIX JAHHBIX MPU MX 00paboTke B MH(OPMALMOHHBIX CHCTEMax
NEPCOHAIBHBIX JTaHHBIX);

—IIPUMEHEHHUEM TMPOIIEANINX B YCTAHOBICHHOM MOPSAKE MPOLEAYPY OLEHKHU COOTBETCTBUSI CPEICTB
3aIUThl HH)OpPMAIHH;

—oOI1IeHKOI 3G (EKTUBHOCTH NMPUHUMAEMBIX MEp MO 3allUTe MEepPCOHANbHBIX TAaHHBIX JI0 BBOJA B
SKCILTyaTaluio HHHOPMALIMOHHON CUCTEMbI IEPCOHANIBHBIX JaHHBIX;

—BOCCTAHOBJIEHHEM IE€PCOHAIbHBIX JIaHHBIX, BCJIEJICTBUE TIOJYyYEHHUS HECAHKI[MOHUPOBAHHOIO
J0CTyTNa K HUM;

—YCTaHOBJIEHUEM IPaBUJI IOCTYTIA K IEPCOHAIBHBIM JIaHHBIM, 00pabaTbIiBaéMbIM B UH(POPMALIMOHHBIX
cucTeMax MEepCOHAJIBHBIX JaHHBIX, a TaKKe O0ECIIEYEeHHUEM PEerucTpaluy M yueTa BceX JEHCTBHIA,
COBEpUIAEMbIX C IEPCOHAIBHBIMU JAHHBIMH B UH(OPMALIMOHHBIX CUCTEMaX MEPCOHAIbHBIX TaHHBIX;
—KOHTPOJIEM 3a IPUHUMAEMBIMU MEpaMH I10 3aIIUTE EPCOHANBHBIX JAHHBIX U ONIPEJIEIIEHHOTO YPOBHS
3alMIIEHHOCTH MH(POPMAIIMOHHBIX CUCTEMAaX MePCOHATBHBIX JaHHBIX B IIPOLIECCE €€ IKCILTyaTalllu.

5 OCHOBHBIE TPEBOBAHUSA K ITPOHECCAM OBECIIEYEHU S
WH®OPMAIIMOHHOM BE30ITACHOCTH

Mertoanyeckoe pyKOBOJICTBO, pa3pabOTKy peUIeHHH Mo 3amure WH(GOpMalUH, COTJIacoBaHUE
BbIOOpA CPEICTB BBIYUCIUTENIBHON TEXHUKH, MPOTPAMMHBIX M MPOTpaMMHO-ANNapaTHBIX CPEICTB
3alIUThl HTH(MOPMAIIUH, OpraHU3alKIo padoT 10 BEISABICHUIO BO3MOXXHOCTEH U PEAYIPEKIECHUIO YTEUKH
YU CBOWCTB 3amuinaeMord HHGPOPMAIMH, aTTECTAIlMI0 OOBEKTOB HH(POPMATHU3AIUU OCYIIECTBIISIOT
corpyanuku 'BJIOY nerckoro caga Ne63 (yrmoinHOMOYEHHBIE).

Pusnyeckas 0e30MaCHOCTH

[IpuHATHIE OpraHU3allMOHHBIE U TEXHUYECKUE Mephl 1o 3amure noMmemenuit I'b/I0Y nerckoro
cama Ne63, cepBepHOTO M KOMMYTAIlMOHHOTO O0OpPYIOBaHHs, aBTOMAaTH3MPOBAHHBIX pPabOUMX MECT
noJp3oBaresei nHpopmannonueix cucreM I'BJIOY nerckoro caga Ne63 obecneunBaroT peanusanuio
CJIEIYIOIUX MEP I0:

—pasrpaHudeHuto Joctyna paborHukoB B nomenienus ['bJIOY nerckoro cama Ne63 B cooTBeTCTBUU
C MX MOJHOMOYMSAMU U JOJDKHOCTHBIMU OOSI3aHHOCTSIMU;



—peructpanun  (HaKTOB BX0Ja paOOTHUKOB B TIOMEIICHUS B KOTOPBIX Bemercs o0paboTka
NEPCOHATBHBIX JaHHBIX;

—KOHTpoHpyeMoMy TipedbiBanuto mocropoHHux jui B [BOY nerckom caxy Ne63 B momerneHus, B
KOTOPBIX BejeTcss 00paboTka MH(pOpPMAMKM OTPAaHUYEHHOTO OCTYNMA M pPa3MEIICHBI armapaTHbIC
cpencTBa MHPOPMAIIMOHHOW CUCTEMBI,

—OpraHu3alyy pexXruMa KOHTPOIMPYEMOT0 BHOCA/BBIHOCA CPENICTB 00pabOTKH HH(POpMAITUH.

[Momemenust JIOY nomkHBI OBITH 000PYIOBaHBI IETEKTOPAMHU OTHS U JIbIMa, OTHETYLIUTEIISIMH,
CHCTEMaMH KOHJIUIIMOHUPOBAHMSI BO3/IyXa, CPEACTBAMHU OXPaHHO-TIOKAPHOW CUTHAJIM3AIIHY.

OcHoBHOE cepBepHOE U KomMmyTalmoHHoe ooopynoBanue ['BJIOY merckoro cama Ne63 nomkHO
OBITh 3alIMIIEHO OT Mepe0OeB B IMOJa4e AIICKTPOIHEPTUU IYTEM TMOIKIIOUEHHSI K DIJIEKTPOCETH C
PUMEHEHHEM HCTOYHUKOB Oecriepe0oHHOro MUTaHUsI U PE3epBHOTO AM3eNb-TeHepaTopa. Mcrounuku
OecriepeOOHHOr0 MUTAaHUS HEOOXOIUMO PETYJSIPHO TECTUPOBATh W IMPOBEPATH YIOJIHOMOUYCHHBIM
pabotaukam JIOY B COOTBETCTBUU C PEKOMEHAALUSMU POU3BOJUTEIIS.

[TopTaTuBHBIE TEXHUYECKHUE CPEACTBA HE JIOJKHBI OCTaBAThCS 3a MpeesiaMi KOHTPOJIUPYEMOH
30HbI J/IOY 6e3 KOHTPOJIs co cTOpoHbI paboTHUKOB J[OY.

be3onacHocTs HA pabouemM MecTe

3ampemaercss BECTH 3alKCh MMaposied B OTKPHITOM BUAE HAa MaTepHAIbHBIX HOCHTENS, 32
UCKJTFOUYCHUEM CITy4aeB, pEriaMeHTUPOBAHHBIX METO/IOB XPAHCHHUSI.

JIOKyMEHTBI ¥ HOCHTENH C HH(pOpMAIMeld OrpaHHYEHHOTO JOCTYyNa JOJDKHBI YOWpaTbes B
orevaTbiBaeMbIe MecTa (cei (b, Kadbl U T.I1.), IIPU yX0Jie ¢ padovero Mecta. Ha aBToMaTH3npOBaHHOM
pabouem mecte [lonp3oBarens paboyast ceccusi T0JHKHA OBITH MpepBaHa, pabouuii cTOJ 3a0JIOKMPOBAH.
Bxop monb30BaTens B CHCTEMY HE JTOJDKEH BBIMOJIHATHCS aBTOMATHYCCKH.

JIOKyMEHTBI, CoieprKale HHPOPMAIIUIO OrPAaHHYSHHOTO JOCTYIIA, JOJDKHBI Cpa3y U3bIMAThCS U3
nevaTaroIux — ycTpoicts. Jnsg  yTuiau3anuu  KOH(OUIACHIMAIBHBIX  JOKYMEHTOB,  JIOJKHBI
WCTIOJIB30BATECS YHUUTOKUTENN JOKYMEHTOB HE HIDKE 4 YpOBHS IO CTaHAApPTy OE30MacHOCTH,
MPUMEHSIEMOMY K YHUYTOXKUTEIISIM JOKYMEHTOB.

[Ipy  wWCHONB30BAaHMM  MOOWJIBHBIX  TEXHHYECKHX CpPEACTB  HEOOXOAMMO  COOIIOAaTh
JOTIOJTHUTEIIBHBIC MEPHI 10 PETIIAMEHTAIIMY ¥ KOHTPOJIIO MCIIOJIb30BaHMsI B UHPOPMAIIMOHHOM CUCTEME
MOOMIJIBHBIX TEXHHYECKUX CPEACTB.

HaxoxxneHue mpeacTaBUTENCH OPHIUYECKUX JIMIl B paMKax MCIOJHCHUS JIOTOBOPHBIX
00513aTENIbCTB B MOMEIICHUAX B KOTOPBIX BEIETCS 00pabOoTKa MHPOPMALUU OTPaHUYEHHOTO JOCTyIa
MH(POPMAIMOHHOM CHCTEMBI, BO3MOKHO TOJIKO B compoBoxaeHnu padorHuka ['bJIOY nerckoro cana
Ne63 momymeHHOTO 10 00pabOTKH TaKOH MH(POPMAIIHH.

PazmMerienne TeXHMUECKUX CPECTB BbIBOJA MHpOpManuu B noMenienusx JJOY npousBoaurcs ¢
YYETOM HCKITIOYECHHUSI BOBMOKHOCTH BH3YaJIbHOTO TIPOCMOTpa WHPOPMALIUU TOCTOPOHHUMHU JIHLIAMHU U
paOOTHHKaMH, HE IOMYIIEHHBIM K padoTe ¢ JaHHOI HH(opMaIuei.

TexHMueckue cpencTBa JODKHBI Pa3MeNIaThesl U XPaHUTBCS TaKUM 00pa3oM, YTOOBI COKPATUTh
BO3MOYKHBIN PUCK OBPEXKACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOTI'O JJOCTYTIA.

Texnnueckoe 00cTy:KUBaHHE 000PY10BAHUS

Texnuueckue cpeacrtsa JIOY 1OMKHBI NPOXOIUTh HAa PEryJsIpHOM OCHOBE CEpPBUCHOE
00CITy’)KUBaHHE B COOTBETCTBUH C PEKOMEHIAIIUSIMH ITPOU3BOIUTENCH 000pyIOBAHNSI.

PeMOHT u cepBHCHOE OOCITy)XMBaHHE OOOPYIOBaHMS JOJDKHBI BBIMOJHATBCS  TOJBKO
KBaJTM(PUIIMPOBAHHBIMU CTIEIUATACTAMH.

TexHuueckoe oOcCTyKUBaHME OOOPYAOBAaHUS CTOPOHHUMH OpraHU3alUSMH HE JOJIKHO
MIPUBONTH K PUCKY HapYIICHUsI KOHPHUICHIIMATHPHOCTH 3aIUINaeMON HHPOPMAITUH.

B3auMozaeiicTBHe ¢ TPETHbUMH JIULAMH

B mensx obecnedenus uHpopmammonHoi OezomacHoctd ['BJIOY nmerckmii cam Ne63 mpm
B3aUMOJICHCTBHY C TPETHUMH JIMLAMH JOJDKEH BBITIOJIHATH CICAYIOMINE MEPOTIPHUSITHUS T10:

—3aKJTFOUYCHUIO COTTIAIIEHHSI O HEpa3TIallleHny HHPOPMAITUH OTPAHWMYSHHOTO JIOCTYIIA IMTOTyYeHHON B
XO0JIe UCTIOJTHEHUSI JIOTOBOPHBIX 00513aTEIIbCTB;

—OCYILIECTBJICHUIO KOHTPOJS 3a JACHCTBUSMM NpEACTAaBUTENICHl KOHTPAareHTOB B  Ipenenax
KOHTpospyemoii 30851 JIOVY.



YupasJ/ieHue ) KU3HEHHbIM IIUKJIOM HH(POPMALMOHHBIX CHCTEM

MeponpusiTusi B mpoiiecce )KU3HEHHOTo [ukIa nHpopmannoHHbx cucteMm [ BJIOY nerckoro cana
No63 moimkHBI OBITH HampaBiIeHBl Ha oOecreueHre 3amuThl WHPOPMAIMK TIPH BBOJIC B JICHCTBHE,
SKCIUTyaTalMy, COPOBOXKICHUU U MOJICPHUA3ALIMN, BBIBOJA U3 KCILTyaTaLlHH.

OcHoBanueM npu pa3zpaboTke HH(HOPMALMOHHBIX CUCTEM JIOJKHBI SABIATHCS PEIICHUSI IPUHSTHIE
Ha ctaguu (GOpMUPOBaHUS TPeOOBAaHUH, copepKamiue TPeOOBaHHS B TOM YHCIE IO CHCTEME 3allUThI
nHpopMaIuu.

JIroboe TutaHupyeMoe K BHEIPCHHIO M3MEHEHHE WH()DOPMAIMOHHOW CUCTEMBI MPEABAPUTEITHHO
JOJKHO OBITH MPOAaHATU3UPOBAHO HA COBMECTUMOCTb UM OTCYTCTBUE HAPYIIEHUN paboTOCIOCOOHOCTH
CUCTEMHBIX KOMIIOHEHTOB B TOM UHMCJI€ CPE/ICTB 3alUThl HH(OPMALIUH.

PaGotrer mo MoxaepHHM3anuu WH(DOPMAIMOHHONW CHCTEMBI, B TOM 4YHCIIE IO YCTaHOBKE
MIPOrpaMMHOTO OOecredeHus] 1 OOHOBJICHHM, JTOJKHBI IPOBOAUTHCA B Hepabouee BpeMsi WU Bpems
HauMeEHbIIeH pabodel Harpy3Ku.

IIpn BBIBOOE U3 OKCIUTyaTalud WHGOPMALMOHHBIX CHCTEM JOJDKHO 00ecredynBaThCs
rapaHTUPOBAHHOE yAaJieHuE 00pabdaThiBaeMOl M XpaHWUMOW B HUX MH(POPMAIHU C HCIIOIH30BAHHEM
CPEICTB TapaHTHPOBAHHOIO YHHUYTOKEHUS WHGOPMAlUU WIM MyTeM (U3UYECKOr0 YHUUYTOKEHUS
HOCHTENEeH HHPOpMAIUH.

Bce mpouenypsl obecnieduenus 3amuThl HHPoOpMaluy, yctaHoBieHHble B JIOY B oTHOIIEHUH
WH()OPMAIMOHHBIX CUCTEM, JIOJDKHBI BBIMOHITHCS M KOHTPOJIUPOBATHCS OTBETCTBCHHBIMU JIUIIAMH 32
OpraHM3aIMio padoT MO 3alUTe HHPOPMAITUH.

KonTpoub 1ocTyna k ”HGOPMALUOHHBIM CHCTEMaM

Bce pabornuku I'BJIOY nerckoro cama Ne63, momymieHHble K pabote ¢ MH(DOPMALMOHHBIMU
CUCTEMaMU HECYT NEPCOHAJIBHYIO OTBETCTBEHHOCTh 3a HApYUICHHUS YCTAHOBIIEHHOTO MOpsJIKa
00paboTku nHbOpMaITUH.

YpoBeHb MMOJTHOMOYHUH TIOJIB30BaTENs B HHPopMaImonHoit cucreme JIOY noimkeH onpeaensThes
B COOTBETCTBHUU C €r0 JOJKHOCTHBIMU 00SI3aHHOCTSIMHU.

Hoctyn monb3oBaTenieil K WHPOpMAMOHHBIM cucteMaM JIOY H0mKeH KOHTPOJIUPOBATHCS
aJIMMHHUCTPATOPOM UH(GOPMAITMOHHOMN CUCTEMBI.

OcylecTBIIeHHE PETYJISIPHOTO KOHTPOJIST BBIMOJTHEHUS OPraHU3AIMOHHO-PACTIOPSIUTEIHHBIX
JOKYMEHTOB, KaCaloIINXCs peraaMmeHTanuu 1onycka pabotaukoB 10V k nHhopMalnoHHBIM CHCTEMAM.

Npentnduxkanusa u ayreHTUHPUKAIMS

JlocTym monb3oBareneit K MHHOPMAIIMOHHBIM CHCTEMaM JI0OJKEH MPEI0CTaBISATHCS TOJIBKO MOCIIe
YCHENTHOTO 3aBEPIICHUs ACHTU(UKAIINY, ayTeHTU(PUKAIIUN.

[Tonydyenue monp3oBaTeNleM HMMEHH B HWH(DOPMALMOHHOW CHCTeME M Tapois, KOTOpbIe
00€eCIeunBarOT OCTYN K MH(POPMAIMOHHON CHCTEME, JHOHKHO OCYIIECTBIATHCS IO MPEICTABICHUIO
PYKOBOJAMTENSA CTPYKTYPHOI'O MOAPA3ACIICHHUS.

YnpasJieHue 10CTYIIOM

B TI'BAOY ngerckom cany Ne63 MOMKHO OCYIIECTBIATBCSA YIpaBIEHUE JIOCTYIIOM K
MH()OPMAIIMOHHON CHUCTEME TOCPEICTBOM peau3allid HEOOXOIWMBIX METOJOB, THIIOB M IPaBUI
pasrpaHMUYeHMs JI0CTYIIa MoJib30BaTessiM uHpopmannoHHoit cuctemsl I'BJIOY netckoro caga Ne63. B
TOM 4YHCJIE€ 0OECTICUeH 3allMIIEeHHBINA yIaJeHHBIN TOCTYN CYOBEKTOB JOCTyHa K 0OBEKTaM J0CTyma
Yyepe3 BHEITHUE HHPOPMAIIHOHHO-TEJIEKOMMYHUKAIIMOHHBIE CETH.

Be3onacHocth npu padore ¢ HoCUTEAIMU HH(POPMALIMU

Pa6otauku I'BJIOY nerckoro cama Ne63 mOKHBI MCMONB30BATh TOJNBKO YYTEHHBIE ChEMHBIC
MaIllMHHBIE HOCUTETW WH(POPMAIMKA JUIsI BBIIOJHEHUS CBOHMX JIODKHOCTHBIX —OOSI3aHHOCTEH.
Hcnonb30BaHWe CHEMHBIX MAIIMHHBIX Hocutenedl uHpopMmanuu B JIOY B MHBIX LENSX CTPOTO
3anpeleHo.

CpeMHBIC MAIIMHHBIE HOCUTENH WHGOPMAITUU JOJKHBI XPAHUTCS B OTIEUaThIBAEMBIX IIKadax, B
MOMEILEHUAX B KOTOPBIX MPeycCMOTpeHa 00paboTka nH(GOpMaLy OTPaHUYEHHOTO JJOCTYTIA.

B ciyyae kpaku WM MOTEPU CHEMHOTO MAIIMHHOTO HOCUTENS MH(OPMAIUU, a TAKKe WHBIX
WHIIUJIEHTOB, KOTOPBHIE MOTYT IMPUBECTH K HAPYIIEHUIO CBOMCTB MH(POPMAIIUKA OTPAHUICHHOTO JTOCTYTIA,
JOJIKHBI POBOAUTHCS MEPOTIPUATHS 110 PACCIIEIOBAHUIO TAKUX MHITUACHTOB.



[Ipu BbIBOJE M3 AKCIUTyaTallMM ChEMHOIO MAIIMHHOTO HOCUTENS MH(pOpMaIiH, BCe TaHHbIE,
XpaHsIIMecss Ha HeM, JOJDKHBI ObITh yJAJIEHBl ONpPENEeICHHOW KOMHCCHUEH M3 uucia pabOTHHKOB,
CPEICTBOM rapaHTUPOBAHHOTO YHUUTOXKEHUSI HHPOPMAIIHH.

@®aKT yHUYTOKEHUS HH(POPMALMK HA CheMHOM MALTMHHOM HOCUTEIE HH(OpMaIK GUKCUPYETCS
B akTe 00 YHMUYTOKEHUU HHPOPMAIH CO CbEeMHOT0 MAllIMHHOTO HOCUTEs HH(OpMaLUu.

Perucrpanusi codobITHil

B I'BJIOY nerckuii cag Ne63 moipKHA OCYIIECTBIATHCS PETUCTPAIIMN COOBITHH 0€301MacHOCTH Ha
BCeX KOMMOHEHTax wuHopMmanuonHbix cucreM [BJOY nerckoro cama Ne63, B KOTOpBIX
oOpabatpiBaeTcs 3anuiiaemas HHGOpMaIusl.

AHTHUBHUPYCHASl 3alIUTA

B nemnsx oOHapykeHUs ¥ yCTpaHEHUsl BpeIOHOCHBIX ITporpaMM B JIOY 10JKHBI HCIIOJIB30BATHCS
CpeICTBa aHTUBUPYCHOM 3allIUTHI HH(OPMALIUH.

O06s3aTenbHOMY KOHTPOJIIO CPEICTBOM aHTUBHUPYCHOH 3aIIUTHI HH(POPMAIIUHY JTOJIKHA TTOAJIEKATh
mobas nHbopmanus (TEKCTOBbIC (ailibl JT0OBIX GopMaToB, (ailyibl JaHHBIX, UCIIOTHSAEMbIC (alIb),
nojryyaemasi ¥ IepegaBaeMas 1O JIOKQIbHOM BBIYMCIUTEILHOW CETH B TOM YHCIE U CETAM OOIIEro
M0JIb30BaHUA, a TaKKe HH(GOpMaLIKs, XpaHUMas Ha CheMHBIX MAIIMHHBIX HOCUTENSIX HHPOPMAIUH.

[Ipu ycTaHoBKE MPOrpaMMHOIO 00ECIIeYeHUsI UM ero OOHOBIIEHHUS HA CEBEpPHOE 000pYyI0BaHUE
JOJDKHA aBTOMATHYECKH BBIMONHATHCS TpeABapuTeiIbHas MPOBEPKa JAHHOTO MPOrPaMMHOTO
o0ecrieYeHrst Ha OTCYTCTBHE BPEIOHOCHOTO IIPOTPAMMHOTO 00ECTICYCHUSI.

O6noBnenne 06a3 cUrHaTyp [UIsl CpPEeACTBa AHTHUBUPYCHOM 3alIMTHl HMH(DOpPMALMM JOTKHBI
OOHOBIIATHCS €KETHEBHO.

[Tonb3oBarenu 6e3 mpaB anMUHUCTpaTopa HHGOopMamoHHol cuctemsl JJOY He JOMKHBI UMETh
BO3MOXXHOCTh IIOJIYUEHHUSI JOCTyla K KOH(QUIypallud aHTUBHUPYCHOIO CPEICTBA 3aLIUTHl WU €ro
OTKJIFOUEHHUSI.

KoHTpoJib 3211MIIIEHHOCTH NePCOHAIBLHBIX JAHHBIX

B 1menax wuckiroueHUs SKCIUTyaTallud YSI3BUMOCTEH MPOrpaMMHOTO oOOecredeHHs JOKHBI
MPOBOJIUTCS PAa0OOTHI TIO BBISBICHUIO, AHAIM3Y YSI3BUMOCTEH WH(GOPMAIIMOHHONH CHUCTEMBI U
OlepaTHBHOE YCTPAaHEHHE BHOBb BBIABIECHHBIX YSI3BUMOCTEH. B TOM umcie opranusanus KOHTPOJS
YCTaHOBKHM OOHOBJICHUS IIPOTPaMMHOT0 00ECTIEYCHHUS BKITIOUAst CPEACTB 3alIUTHI HH()OPMAIIHH.

Hcnonb3oBanue NporpaMMHOro odecreveHust

Beibop nporpammHOro oOecnedeHus s [POU3BOJACTBEHHBIX Hyxa JOY  nomxen
IIPOU3BOJUTECS B IPHOPUTETE K OTEUECTBEHHOMY, BHECEHHOIO B EIUHBIN peecTp pOCCHHCKHX
IIPOrpaMM JJIsl 3JIEKTPOHHBIX BBIUMCIMTEIbHBIX MALINH U 0a3 TaHHBIX. B ciyyae oTcyTcTBUS aHanora B
EnnHoM peectpe poCCHHCKHUX MPOrpamMM JUIsl 3JEKTPOHHBIX BBIYMCIUTEIBHBIX MAIIUH M 0a3 JaHHBIX
JIOTTYCKAaeTCs UCII0JIb30BaTh MPOrPaMMHOI0 00ecredeHre UMIIOPTHOTO MPOU3BO/ICTBA.

Hcnouab3oBanue cpeacTs Kpunrorpagpuyeckon 3amuTbl HHPOpMannu

Obecneyenue 3amMThl HHGOPMALMK OTPAHUUYEHHOTO JOCTYNa OT PAaCKPBITHUS, MOAU(PUKALUU U
HaBs3bIBaHUA (BBOJA JOXKHON MH(pOpMAIMK) NpH ee nepegayde (MoJroToBKe K Nepeaaye) no KaHajliam
CBSI3M, UMEIOIIMM BBIXOJ] 32 MPeieIbl KOHTPOJIUPYEMON 30HbI 00ECIIeUNBAETCS IPUMEHEHUEM CPE/ICTB
KpUnTorpagpuueckon 3amuTel HHPOPMALIUH.

[Ipno6perenue cpencts kpunrorpapudeckoi 3amutel uHpopmanuu 10OV ocymectBisercs Ha
OCHOBaHUU JJOTOBOPOB M KOHTPAKTOB C JUIIAMH UMEIOLIMMHU AeHcTByronTyto nuneHnsuto @Cb Poccun Ha
OCYILIECTBJICHUE JEATEIBHOCTH IO pa3paboTKe, MPOU3BOJCTBY, PAaCHpOCTPAHEHUIO MIN(POBAIBHBIX
(kpunTorpaU4ecKnux) CpencTB, MHPOPMALMOHHBIX CHUCTEM M TEJIEKOMMYHHKAIIMOHHBIX CHCTEM,
3alUIICHHBIX C HCIOJIb30BAaHWEM HIM(PPOBAIBHBIX (KPUIITOTpapUUECKUX) CPEACTB, BBITOJIHEHUIO
paboT, oka3aHMIO ycIOyr B obOnacTu mM@poBaHus HHPOPMALMH, TEXHUYECKOMY OOCIYKHBAHUIO
I PPOBaATbHBIX (kpunrorpaduyecKux) CPEJCTB, MH(OPMALIMOHHBIX CUCTEM u
TEJIEKOMMYHUKAIIMOHHBIX ~ CHCTEM,  3alUIIEHHBIX €  HCIOJb30BaHMEM  HIM(PPOBAIBHBIX
(kpunrorpaduyeckux) CpeacTB (3a HCKIIOYEHHEM Ciydas, €CclId TEeXHHUYeCKoe O0OCITyKuBaHHe
1 (ppoBaIBHBIX (xpunTorpapuuecKux) CPEICTB, UH(POPMALIMOHHBIX CUCTEM u
TEJIEeKOMMYHUKALIMOHHBIX ~ CHUCTEM,  3alIMIIEHHBIX C  KCIOJb30BaHHEM  IIH(PPOBAIBHBIX
(xpunTorpaguuecKux) CpeaCcTB, OCYIIECTBISIETCS Ul 0OecrieueH s COOCTBEHHBIX HYX/I FOPHINYECKOTO
JUIA UK UHIMBUTYaJIbHOTO MPEATNPUHUMATEIS).



B umensx opranuzanmm u  o0ecnedeHHMH Tniepenadyd MHGOpMalnMKM MO KaHajlaM CBSI3H C
UCTOJIB30BAHUEM CPEICTB KPUNTOrpauyeckod 3amuThl MHPOPMALUHU, a TaKKe BBIMOJIHECHUS
nuneH3noHHbIX TpeboBanuiit ®Chb Poccun B JIOY momwkeH ObITH cO3[1aH OpraH KpUOTOrpadudecKoit
3aIUTHI.

[Topranbusie pemenus JJOY ¢ BO3MOXKHOCTBIO IOCTyIa ¢ C€TEi 00IIEro MoiIb30BaHMs IOJKHBI B
MPUOPUTETE Pa3padaThIBATHCS C OPraHU3aIMel 3aUIUIIEHHOT0 KaHala ocpeacTBoM npotokona TLS ¢
noanepxxkoi anropurmoB ['OCT 34.10.

Hcnonb3oBanne 371eKTPOHHOM NMOYTHI

DneKkTpoHHas TMoYTa J0bKHa wucnosib3oBaThess B ['BJIOY nmerckom camy Ne63 ¢ 1menbio
opraHm3zalii oOMeHa DJJIEKTPOHHBIMU COOOILIEHUSIMH MeXAy paOOTHHUKAMH U CyObeKTaMu
MH(POPMAIIMOHHOHN 0€301MacHOCTH.

[Ipu ucnonb30BaHUM NEKTPOHHON MOUTHI 3aMpPEIIaeTCs:

— obmeHn wuH(popManmend UIA CIyKeOHOro TOJB30BAHUSA, a Takke HHPopManuei
OTPaHUYEHHOTO JIOCTYIIA;

— MPEJOCTaBICHUE AOCTYNA K 3JIEKTPOHHOM IIOYTE C HCIIOJB30BAHMEM JIaHHBIX CBOEH
YUETHOM 3allMCU TPETHUM JIMIIaM;

— MyOJIMKAIKsI CBOETO CIIy:KeOHOT0 ajpeca dJIEKTPOHHOM MOYTHI B 3JIEKTPOHHBIX KaTajorax,
Ha MOMCKOBBIX MalllMHAX U OPYTHUX pecypcax cetu MHTepHeT B LENsX, HEe CBSI3aHHBIX C
WCTIOJTHEHUEM CBOMX JIOJDKHOCTHBIX 00s3aHHOCTEHH;

— TMOJNHMCKA MO 3JIEKTPOHHON TMO4YTe€ Ha pa3IUYHbIe PEKJIaMHBIE MaTepUaibl, JUCTHI
PaCCBUIKH, 3JIEKTPOHHBIE )KYPHAIBI U T.J., HE CBSI3aHHBIC C BHIIOJHEHHEM I0JIb30BATEIEM
JIOJDKHOCTHBIX 00s13aHHOCTEH;

— OTKpBITHE (3aITyCK Ha BBIMOJIHEHHE) (haiIoB, TOTYyYEHHBIX 110 3JIEKTPOHHOM 10YTe WIH U3
pecypcoB cetu HHTtepHer, 0e3 mpeABapUTENbHOW TMPOBEPKU HMX AHTUBUPYCHBIM
IPOTPaMMHBIM 00ECTICYECHHEM.

PaGora B ceTsix 0011er0 NoJILb30BaHUSA

JIOY octapnseT 3a co0o0il paBo OJOKHMPOBATH WM OIPAaHUYMBATH JOCTYN PaOOTHHUKAM K CETAM
CBSI3M OOIIET0 MOJIb30BaHUS, B TOM yucie ceTh HTepHEeT, coJepKaHNue KOTOPhIX HE UMEET OTHOIICHUS
K MCIIOJTHEHHIO JTOJDKHOCTHBIX 0053aHHOCTEH, a Takke K MH(POPMALMOHHBIM pecypcaM, CoAepKaHnue u
HAIPaBIEHHOCTh KOTOPBIX 3aIlpellieHbl 3aK0OHOAaTenbCcTBOM Poccuiickoit deaepanuu.

Nudopmanus o nocemaemsix padotHukamu ['BJIOY nmerckoro cama Ne63 mHpOpMaIMmOHHBIX
peCypcoB NPOTOKOJIIUPYETCS A MOCIENYIOLEro aHajlu3a M, NMPU HEOOXOIUMOCTH, MOXKET OBbITh
MIpe/ICTaBlIeHa PYKOBOJAUTENSAM CTPYKTYPHBIX HoOJpa3ieneHuil, a Ttakxke pykosogutento ['BJIOY
nerckoro caga Ne63 11t KOHTpOJIS.

[Ipu ucnonb3zoBanuu cetn MHTEPHET 3anpeiieHo:

—ucnobp30BaTh npenocrasiaeHHblid JIOY noctyn B ceTb HTEpHET B IMUHBIX LEIAX;
—UCIOJIb30BaTh HECAHKIIMOHUPOBAHHBIE IPOTPAMMHBIE M IIPOIPaMMHO-ANIapaTHBIE CPEACTBa,
MO3BOJIAIOIINE TIOJYYUTh HECAHKIIMOHUPOBAHHBIN T0CTYN K ceTH VIHTepHeET;

—Iy0nMKOBaTh, 3arpyXaTb U  pPAacIpOCTPaHSTh MaTepHalbl COAEpXkalllhie HEJOCTOBEPHYIO
uHpopmanuto o 10V, a takxe danscupunmponars cBoii [P-agpec.

Pe3epBHOe KOMpoOBaHMe M BOCCTAHOBJICHHE JaHHBIX

OcyiecTBiIeHHE PE3EPBHOIO KOTMPOBAHUS JIOJDKHO OCYILECTBIIATHCS IS

—uHpopManuu oOpadbaTeiBaeMoi Ha (haifJIOBOM CEpBEPE M CEpPBEPE MPHIIOKEHUN, UHPOPMAITUOHHOM
CUCTEMBI;
—pabounx MeCT aAMUHUCTPATOPOB HHPOPMALIMOHHON CUCTEMBI.

Yactora M pexXHUM pPE3EpBHOTO KOMUPOBAHMS YCTAHABIMBAIOTCS TaKUM 0O0Opa3oM, YTOOBI
o0ecnevynTh MUHUMAJIbHYIO TOTEPIO JaHHBIX U OTIEPAaTUBHOE BOCCTAHOBJICHHE.

Hactpolika pe3epBHOr0 KOMMPOBAHUS U BOCCTAHOBJICHUS PECYpCOB MH(POPMALMOHHBIX CHUCTEM
JIOY nomxHBI TPOBOAUTH YIIOTHOMOUYEHHbIE paboTHUKU JIOY.

PesepBHOe  KOmMpoOBaHME  JIOJDKHO  OCYHIECTBIATBCA B aBTOMAaTHYECKOM  PEKUME
C TMPUMEHEHHEM OTEYECTBEHHOI'O CHEIHAIM3UPOBAHHOIO CPEICTBAa PE3EPBHOIO KOIMMPOBAHUS



C JEHCTBYIONUM CePTU(UKATOM COOTBETCTBUS MO TpeboBaHusaM Oe3zonacHocTH nHpopmarmn @CTIK
Poccun.

6 OCHOBHBIE TPEBOBAHUS K IPOLUECCAM YIIPABJIEHUSA
UH®OPMAIIMOHHOM BE30IACHOCTBIO

MoHUTOPUHT HHPOPMAIIMOHHOM 0€30ITACHOCTH

Ha mocrostHHOIl OCHOBE JOJKEH MPOBOIUTHCA KOMIUICEKCHBIM aHamu3 (DYHKIMOHHPOBAHUS
nHpopmannonHoi cuctemsl [JOY 1 BO3ZHUKAIOMUX COOBITHI MHGOPMAIIMOHHON O€301TaCHOCTH.

[Iporiecc MOHMTOpPWHTA CHUCTEMBI OOecredeHus: WH(POPMAIMOHHON O0€30MacHOCTH JIOJKEH
BKJIFOYATh B €05 KOHTPOJIb OPraHU3aLMOHHBIX U TEXHUYECKUX Mep IO 3aluTe MH(POpMaILUK, aHaIu3
apaMeTpoB KOH(GUI'ypallui U HACTPOMKHU CPECTB 3aIlUThl HHPOPMALIUH.

[Ipn mpoBeneHUM KOHTPOJBHBIX MEPONPUATUM, CBA3aHHBIX C OLEHKOW pealn3alud Mep Io
3amure uHpopmauuu B JIOY, ynosHOMOUEHHbIE PAOOTHUKHU JOJKHBI IPUIEPKUBATHCS CIEAYIOIINX
IIPUHIIMIIOB!

—He Hapymath GyHkimorupoBanue aesreabHocTd ['BJIOY nerckoro cama Ne63;

—€eMCTBOBaTh B COOTBETCTBUM C  YTBEPXKACHHBIMH  OpPraHU3aL[MOHHO-PACHOPSAIUTEIbHBIMU
nokymentamu I'bJIOY nerckoro caga Ne63 mo 3amure nHpopmManuu;

—He CKpBIBaTh (PAKTHI BBISABICHHBIX COOBITHI HH(POPMALIMOHHON 0€3011acHOCTH;

—O0(OPMIIATH OTUYETHI, TOATBEPHKAAOLIHE BBINOJIHEHUE MEPOIPUATHH 10 3aluTe HHPOPMALIUH.

Wudopmanus, noixydeHHast B X0 MPOBEAECHUS KOHTPOIUPYIOLUIMX MEPOIPUITUH O NEHCTBUSX,
COOBITHSIX M MapaMeTpax, MMEIOIINX OTHOLICHHUE K pealln3allii Mep I10 3aluTe WHPOPMAILKH, JOIDKHA
KOHCOJIMUPOBATHCS U XPAHUTHCS B MeCTaX, UCKIIIOYAIOLIUX MOTy4YeHUE K He HECAHKLIMOHUPOBAHHOTO
J0CTyTA.

MOHUTOPUHT JaHHBIX O 3apPETUCTPUPOBAHHBIX COOBITUSAX MH(OPMAIMOHHON 0€30IacHOCTH
JOJDKEH MPOBOAMUTHCS, IO BO3MOXKHOCTH, C HCIOJIb30BAaHHUEM CHCTEMbl MOHMTOPHUHIA HWHLUJEHTOB
MHGOPMALIMOHHOM 0€30MacCHOCTH WJIM BCTPOEHHBIX MEXAaHM3MOB HACTPOMKM M ayauTa COOBITUN B
NPOrPaMMHBIX M MPOrPaMMHO-AIMAPaTHBIX CPEJCTBAaX, HCIHOJIB3YeMBIX B HH(OPMAIIMOHHON
ungpactpykrype J0V.

YnpasjieHue pucKaMu

OmnpeneneHre BHYTPEHHUX TpeOOBaHMN IO 3aliuTe MH(OpMAIUM, TOJKHBI OCHOBBIBATHCS Ha
pe3ysbraTax MpOBEACHUS aHalu3a pPHUCKOB HApYUIEHHS OCHOBHBIX CBOMCTB 0€301acCHOCTH JJIf
nHpopMalMOHHbIX pecypcoB JJOVY.

OCHOBOI OILIEHKM PUCKOB JIOJKHA OBITh OLIEHKA YCIOBUH M (PAKTOPOB, KOTOPHIE MOTYT CTaTh
NPUYMHON HapyIIeHUs LEJIOCTHOCTH, KOH(PUICHINATBHOCTH U AOCTYHHOCTH A MH(POPMAalMOHHBIX
pecypcoB J10V.

PesynpTaToM mnpoBeNeHMsI aHAIW3a PUCKOB JIOMDKEH ObITh pa3pabOTaHHBIA KOMIUIEKC Mep,
HaIpaBJIEHHBIX HA CHM)KEHHE BO3MOXKHOI'O HETaTMBHOI'O BIIMSHHUS HAa OCHOBHYIO JesiTenbHOCTH JJOY
OpU peanu3allMd TOW WIM HHOW yrpo3bl 0e30MacHOCTH HMH(POpPMaluM M 00eCHeunBaIONIMX B
JaJIbHENIIIEM JIOCTaTOUHbII YPOBEHb 3alIUIIEHHOCTH HH(OopMannoHHbIX cucteM J[OY.

YnpasiieHue HHIMICHTAMH HH(GOPMAIMOHHOI 0€30IIACHOCTH

st obecnievenust 3pGEeKTUBHOTO pa3pelieHrs HHIUAECHTOB HHPOPMAIIMOHHON 0€30MacHOCTH B
JOY, MUHMMH3a1MU IOTEPh U YMEHBIIECHUS PUCKA BO3SHUKHOBEHHS TOBTOPHBIX MHIUAECHTOB JOJKHO
OCYILIECTBIISATHCS YIpaBlIeHUE HHIUACHTaMU HH(OPMAIIMOHHON 0€3011aCHOCTH.

Jlnst ynpaBieHHus HHIMCHTaMU UH()OPMAIIMOHHOM 0€30MacHOCTH I0JKHA OBITh CO3/1aHa ciyx0a
MOHHUTOPHHTA U pearupoBaHus Ha MHIIUJEHTH! HHQOPMALIMOHHON 0€3011acCHOCTH, KOTOpasi TOCPEACTBOM
KOMILJIEKCA CPEJICTB U MEPONIPUATHIA 71 cOopa U KOHCOMUAALUHU HH(OpMAIMK 00 MHIIMCHTAX pelaeT
JaHHYIO0 3a7ayy. B OTHOIIEHWH KaXKIOro MPOM3OILIEAIIEr0 MHUUJAEHTa pAaOOTHUKAMU U3 CIYKOBI
MOHHUTOPHUHTA U PEarnpoBaHuUs Ha MHIUIACHTH HHPOPMALMOHHOM O€30MaCHOCTH JOJKEH BHIMOIHATHCS
€ro aHajiu3, ¥ pa3paboTka 3((HEeKTUBHBIX MEp pearupoBaHuUs Ha TaHHBIA HHIIUCHT.

AyauT cuctembl o0ecnedyeHnss HHPOPMANMOHHOM 0€301aCHOCTH

B nemsix onenku Tekymiero ypoHs uHpopmarmonHoi 6e3onacHoctr ' BIOY nerckuii cam Ne63
Ha PEryJIsiPHOIl OCHOBE JI0JKEH MPOBOJIUTHCS ayTUT HH(POPMAIIMOHHOIN 6€30MacHOCTH.



BryTpennue ayauTsl 10KHBI BRITOJIHATHCS padoTHukamu ['BJIOY netrckoro cama Ne63. B uucno
3ajJay, peIaeMbIX MPH MPOBEACHNN BHYTPEHHHUX ayAUTOB HH()OPMAIIMOHHON 0€301aCHOCTH, BXOJISAT:
—c0Op W aHamW3 HCXOJHBIX JaHHBIX 00 OpraHW3alMOHHOW H (YHKIIMOHAILHOW CTPYKTYpE
MH(OPMALIMOHHBIX CUCTEM, HEOOXOAUMBIX JUIS OLICHKU COCTOSIHHSI CUCTEMBI 3alIUThl MH(OPMaLIUH;
—AaHaJIN3 YTBEP)KJICHHBIX OPraHU3alMOHHO-PACTIOPATUTEIbHBIX TJOKYMEHTOB I10 33U Te HH(POpMAIUU
Ha [IPEeIMET UX MOJIHOTHI U 3(PpPEeKTUBHOCTH, a Takke (PopMUpOBaHNE PEKOMEHIAINIH MO X 10paboTKe
WK pa3paboTKU HOBBIX;
—o0ocHoBaHuE (pUHAHCOBOM AP PEKTUBHOCTH BHOBb IPHOOPETAEMBIX CPEACTB 3aIIUTHI HHPOPMAIUH;
—TIpoBepKa MPAaBUIBHOCTH BBIOOpPA M HACTPOMKH CPEACTB 3aLIUTHl MHPOpPMALUHU, (GOPMHPOBAHUE
NPEUIOKEHUH 0 MCIOJIB30BAHUIO MUMEIOIIMXCA CPEACTB 3allUThl MH(OpMAIMK Ui MOBBIIICHUS
YpOBHS HaAEKHOCTU U O6e30macHocT nHpopManoHHbIX cucteM JJOY;
—AaHaJM3 OTYETOB MO MPOU3OIIEAIINM HHIUACHTaM WH(POPMALMOHHON 0€30MacHOCTH U MPUHSATHIM
MepaM I10 UX Pa3pELICHUIO.
IoBbIlIeHNE 0CBEIOMJIEHHOCTH PA0OTHUKOB
B pamkax opraHu3anuy KOMIUIEKCHOTO MTPOTHBOJCHCTBUS yrpo3aM 0e30MacHOCTH HH(OpMAaIH,
ucxoasmuM oT pabdotHukoB I'BJIOY nmerckoro cama Ne63 momKHAa TOCTOSHHO TOBBIMIATHCS HMX
OCBEZIOMJICHHOCTH B 00JIACTH 3alIUTHI HH(OPMAIIHH.
[ToBeimenne ocBegomiaeHHocTr paboTHukoB IOV ocymecTBisiercs:
—110 cymecTBytomuM B JIOY oprannsannoHHO-pacnopsiANTEIbHBIM JOKYMEHTaM;
—10 npumeHsieMbiM B JIOY Mepam 3aiiuThl HHQOpMALINY;
—110 MPaBUJILHOMY HCIIOJIb30BAHUIO CPEACTB 3aIUTHI HH()OPMALIHH.

7  3AK/IIOYEHHUE

[Ipu n3menenuun nencTBYIONEro 3aKoHOAaTeNIbeTBa Poccuiickoit denepanuu B 00J1aCTH 3aIIUTHI
nH(pOpMAaIINH, a TAK)KE OPTraHU3AIMOHHO-PACIOPAANTENbHBIX JoKyMeHTOB JIOY Hacrosmas [Tonutuka
Y U3MEHEHHUs K HEW IPUMEHSIOTCS B YaCTH, HE POTUBOPEYAILEH BHOBb IIPUHATHIM 3aKOHOAATEIBHBIM
Y MHBIM HOPMATHBHBIM aKTaM, a TaK)Ke BHYTPEHHUM JokymeHTaMm J[OY.

Bce TpeboBaHus, yCTaHOBICHHBIC JCHCTBYIOMINM 3aKOHOATENIbCTBOM Poccuiickoit denepanuu,
MO/I3aKOHHBIMU aKTaMU U JOTOBOPHBIMH OTHOIICHHUAMH, a Takxke mnoaxon OV k oOecnedeHuto
COOTBETCTBHS STUM TPEOOBAaHUSAM JOJDKHBI OBITH SIBHBIM 00Pa30M ONpEACNCHBI, JOKYMEHTHPOBAHBI U
MIOAICPKUBATHCS B aKTyaJIbHOM COCTOSTHUU.

JIOY B nNpuUOpPUTETHOM HAIpPaBICHUU JOJDKEH paccMaTpuBaThCA MEPEXOJ MPOrpaMMHOIO
obecrieyeHrne 0TeYeCTBEHHOTO MPOU3BOUTENS, BKIFOUEHHOT'O B €IMHBIN PEeCTp pOCCUHCKUX MPOrpaMM
JUIS DJIEKTPOHHBIX BBIUMCIMUTEIbHBIX MallMH M 0a3 JaHHbIX. B TOM uyMciie MO 4acTH CepBEpPHOTO,
KOMMYTAIlMOHHOTO O0OpYJIOBaHHUS M MPOrPaMMHO-AIAPATHBIX CPEACTB, BKIIOYEHHBIX B EIWHBIM
peecTp POCCUUCKON PaO3JIEKTPOHHON TPOTYKIIUH.

IlepecMoTp ¥ BHeceHHME HW3MEHEHHMH B HacToAmYyk [lOIMTHUKY OCYIIECTBISAIOTCS Ha
IIEPUOIMYECKON U BHEINIAHOBOM OCHOBE.
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